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I, Michael W. Bien, declare:

1. | am an attorney duly admitted to practice before this Court. | am a partner
in the law firm of Rosen Bien Galvan & Grunfeld LLP, counsel of record for Plaintiffs. |
have personal knowledge of the facts set forth herein, and if called as a witness, | could
competently so testify. | make this declaration in support of Plaintiffs’ Motion for
Preliminary Injunction.

2. Attached hereto as Exhibit A is a true and correct copy of Executive Order
13943, titled “Addressing the Threat Posed by WeChat, and Taking Additional Steps to
Address the National Emergency with Respect to the Information and Communications
Technology and Services Supply Chain.” 85 Fed. Reg. 48641 (Aug. 6, 2020), available
at: https://www.federalregister.gov/documents/2020/08/11/2020-17700/addressing-the-

threat-posed-by-wechat-and-taking-additional-steps-to-address-the-national-emergency.

3. Attached hereto as Exhibit B is a true and correct copy of Executive Order
13873, titled “Securing the Information and Communications Technology Services Supply
Chain.” 84 Fed. Reg. 22689 (May 17, 2019), available at:
https://www.federalregister.gov/documents/2019/05/17/2019-10538/securing-the-

information-and-communications-technology-and-services-supply-chain.

4. Attached hereto as Exhibit C, is a true and correct copy of Executive Order
13942, titled “Addressing the Threat Posed by TikTok, and Taking Additional Steps To
Address the National Emergency with Respect to the Information and Communications
Technology and Services Supply Chain,” 85 Fed. Reg. 48637 (Aug. 6, 2020), available at:
https://www.federalregister.gov/documents/2020/08/11/2020-17699/addressing-the-threat-

posed-by-tiktok-and-taking-additional-steps-to-address-the-national-emergency.

5. Attached hereto as Exhibit D is a true and correct copy of a news article
dated August 11, 2020 from CNN entitled “Trump Says Americans Will Have to Learn
Chinese if Biden Wins, but Offers Little Condemnation of Beijing,” available at:

https://www.cnn.com/2020/08/11/politics/trump-china-biden-learn-chinese/index.html.
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6. Attached hereto as Exhibit E is a true and correct copy of a news article
dated August 26, 2015 from South China Morning Post entitled ““We want deal!’: Trump
fakes Asian accent to mock Chinese and Japanese businessmen at US rally,” available at:

https://www.scmp.com/news/world/article/1852785/we-want-deal-trump-fakes-asian-

accent-mock-chinese-japanese-businessmen.

7. Attached hereto as Exhibit F is a true and correct copy of a news article
dated August 9, 2019 from the New York Post entitled “Trump cracks jokes about
Equinox scandal, kamikaze pilots at Hamptons fundraiser,” available at:

https://nypost.com/2019/08/09/trump-cracks-jokes-about-rent-control-kamikaze-pilots-at-

hamptons-fundraiser/.

8. Attached hereto as Exhibit G is a true and correct copy of the remarks by
President Trump in White House Press Briefing from July 30, 2020, available at:

https://www.whitehouse.gov/briefings-statements/remarks-president-trump-press-briefing-

july-30-2020.

9. Attached hereto as Exhibit H is a true and correct copy of the remarks by
President Trump in White House Press Briefing on July 23, 2020, available at:
https://www.whitehouse.gov/briefings-statements/remarks-president-trump-press-briefing-
072320/.

10.  Attached hereto as Exhibit I is a true and correct copy of President Trump’s
Tweet dated August 2, 2020, last accessed on August 26, 2020, available at:
https://twitter.com/realDonald Trump/status/1289887533250351110 (“Big China Virus

breakouts all over the World, including nations which were thought to have done a great

job. The Fake News doesn’t report this. USA will be stronger than ever before, and

soon!”).
11.  Attached hereto as Exhibit J is a true and correct copy of President Trump’s
Tweet dated August 11, 2020, last accessed August 26, 2020, available at:

https://twitter.com/realDonald Trump/status/1293163704188645385 (“More Testing, which

is a good thing (we have the most in the world), equals more Cases, which is Fake News
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Gold. They use Cases to demean the incredible job being done by the great men & women
of the U.S. fighting the China Plague!”).

12.  Attached hereto as Exhibit K is a true and correct copy of President Trump’s
Tweet dated July 26, 2020, last accessed August 26, 2020, available at:
https://twitter.com/realDonaldTrump/status/1287473812733341696 (“Because of my

strong focus on the China Virus, including scheduled meetings on Vaccines, our economy
and much else, I won’t be able to be in New York to throw out the opening pitch for the
@Yankees on August 15th. We will make it later in the season!”).

13.  Attached hereto as Exhibit L is a true and correct copy of President Trump’s
Tweet dated March 18, 2020, last accessed August 26, 2020, available at:
https://twitter.com/realDonald Trump/status/1240243188708839424 (“I always treated the

Chinese Virus very seriously, and have done a very good job from the beginning,
including my very early decision to close the “borders” from China - against the wishes of
almost all. Many lives were saved. The Fake News new narrative is disgraceful & false!”).

14.  Attached hereto as Exhibit M is a true and correct copy of a news article
dated June 23, 2020 from Vox entitled “Trump’s Racist References to the Coronavirus Are
His Latest Effort to Stoke Xenophobia,” available at:

https://www.vox.com/2020/6/23/21300332/trump-coronavirus-racism-asian-americans.

15.  Attached hereto as Exhibit N is a true and correct copy of a news article
dated June 23, 2020 from The Washington Post entitled “Trump Again Uses Racially
Insensitive Term to Describe Coronavirus,” available at:
https://www.washingtonpost.com/politics/trump-again-uses-kung-flu-to-describe-

coronavirus/2020/06/23/0ab5a8d8-b5a9-11ea-aca5-ebbh63d27elff story.html.

16.  Attached hereto as Exhibit O is a true and correct copy of a news article
dated June 22, 2020 from The Wall Street Journal entitled “White House Defends Trump
Comments on ‘Kung Flu,” Coronavirus Testing,” available at:

https://www.wsj.com/articles/white-house-defends-trump-comments-on-kung-flu-

coronavirus-testing-11592867688.
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17.  Attached hereto as Exhibit P is a true and correct copy of a blog post dated
June 18, 2020 from the Anti-Defamation League entitled “Reports of Anti-Asian Assaults,
Harassment and Hate Crimes Rise as Coronavirus Spreads,” available at:

https://www.adl.org/blog/reports-of-anti-asian-assaults-harassment-and-hate-crimes-rise-

as-coronavirus-spreads.

18.  Attached hereto as Exhibit Q is a true and correct copy of Frequently Asked
Questions page, last accessed August 26, 2020, from the Church of Jesus Christ of Latter-

Day Saints in China webpage, available at: https://www.churchofjesuschrist.org/China.

19.  Attached hereto as Exhibit R is a true and correct copy of a news article
dated June 11, 2020 from CNN entitled “This US Church with Expansion in its DNA
Wants to Open a Temple in China,” available at:

https://www.cnn.com/2020/06/06/asia/mormon-church-latter-day-saints-china-intl-

hnk/index.html.

20.  Attached hereto as Exhibit S is a true and correct copy of a news article
dated August 24, 2020 from KQED and a link to a broadcast segment, entitled “WeChat
Ban and SF’s Chinatown: Plan Could Hurt Housing Rights Campaigns,” available at:

https://www.kged.org/news/11834806/wechat-ban-and-sfs-chinatown-how-trumps-plan-

could-hurt-housing-rights-campaigns.

21.  Attached hereto as Exhibit T is a true and correct copy of a news article
dated March 22, 2018 from The New York Times entitled “Instagram Is Changing Its
Algorithm. Here’s How,” available at:

https://www.nytimes.com/2018/03/22/technology/instagram-algorithm-change.html.

22.  Attached hereto as Exhibit U is a true and correct copy of a news article
dated October 7, 2019 from Vox entitled “How Twitter Sees Itself,” available at:

https://www.vice.com/en us/article/a35nbj/twitter-content-moderation.

https://www.nytimes.com/2018/03/22/technology/instagram-algorithm-change.html

23.  Attached hereto as Exhibit V is a true and correct copy of Facebook Terms

of Service, last updated July 31, 2019, available at: https://www.facebook.com/terms.php.
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24.  Attached hereto as Exhibit W is a true and correct copy of a news article last
updated August 26, 2020 from CNN Business entitled “Trump’s WeChat ban could
prevent US companies from doing business in China,” available at:

https://www.cnn.com/2020/08/26/tech/wechat-us-ban-impact-hnk-intl/index.html.

25.  Attached hereto as Exhibit X is a true and correct copy of a news article
dated August 24, 2020 from the Los Angeles Times entitled “Why Trump’s WeChat ban
could hurt Hollywood’s ties to China,” available at:

https://www.latimes.com/entertainment-arts/business/story/2020-08-24/trump-wechat-ban-

china-hollywood.

26.  Attached hereto as Exhibit Y is a true and correct copy of a news article
dated March 4, 2019 from the Financial Times entitled “Hundreds of millions of Chinese
chat logs leak online,” available at: https://www.ft.com/content/1e0365f0-3e73-11e9-
b896-fe36ec32aece.

27.  Attached hereto as Exhibit Z is a true and correct copy of posting, dated
August 10, 2020, from the law firm Wilmer Cutler Pickering Hale and Dorr, entitled “New
Executive Order Target Chinese Apps.” This posting is also available at:

https://www.wilmerhale.com/en/insights/client-alerts/20200810-new-executive-orders-

target-chinese-apps.

28.  Attached hereto as Exhibit AA is a true and correct copy of posting, dated
August 7, 2020, from the law firm Nixon Peabody, entitled “Administration’s attempt to
delete TikTok and WeChat: Latest trade tiff or new battle.” This posting is also available

at: https://www.nixonpeabody.com/en/ideas/articles/2020/08/07/administrations-attempt-

to-delete-tiktok-and-wechat.

29.  Attached hereto as Exhibit BB is a true and correct copy of posting, dated
August 10, 2020, from law firm Wilson Sonsini Goodrich & Rosati, entitled “Executive
Orders on TikTok and WeChat: Ambiguity and a Few Other Takeaways.” The article is
also available at: https://www.jdsupra.com/legalnews/executive-orders-on-tiktok-and-

wechat-21639/.
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30.  Attached hereto as Exhibit CC is a true and correct copy of WeChat Terms
of Service, last updated March 21, 2018, available at:
https://www.wechat.com/en/service_terms.html, accessed on August 27, 2020 at

10:26AM.

31.  Attached hereto as Exhibit DD is a true and correct copy of WeChat’s
Privacy Policy, last updated August 7, 2020, available at:
https://www.wechat.com/en/privacy_policy.html, accessed on August 28, 2020 at 9:45AM

32.  Attached hereto as Exhibit EE is a true and correct copy of a news article
from the New Yorker, dated October 31, 2019 and entitled “Facebook and the ‘Free

Speech Excuse.”” This article is also available at:

https://www.newyorker.com/news/daily-comment/facebook-and-the-free-speech-excuse.

33.  Attached hereto as Exhibit FF is a true and correct copy of a news article
from The Atlantic, dated November 20, 2018, entitled “The App at the Heart of the
Movement to End Affirmative Action.” The article is also available at:

https://www.theatlantic.com/education/archive/2018/11/asian-americans-wechat-war-

affirmative-action/576328/.

34.  Attached hereto as Exhibit GG is a true and correct copy of Congressional
Research Service report number R45618, which states that it was last updated on July 14,
2020, and which is entitled “The International Emergency Economic Powers Act: Origins,
Evolution, and Use.” The report is also available at:

https://fas.org/sgp/crs/natsec/R45618.pdf.

35.  Attached hereto as Exhibit HH is a true and correct copy of a news article
from the San Gabriel Valley Tribune, dated August 10, 2020, entitled “Some San Gabriel
Valley communities could be seriously affected by Trump’s WeChat ban.” This article is

also available at: https://www.sgvtribune.com/2020/08/10/how-trumps-wechat-ban-could-

disrupt-life-in-the-san-gabriel-valley/.

36.  Per my instructions, my litigation team located the official Alhambra,

California Police Department WeChat profile while logged into an existing WeChat user
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account. Attached hereto as Exhibit Il is a true and correct copy of a screenshot of the
search query for the official Alhambra Police Department WeChat account, accessed on
August 27, 2020. Attached hereto as Exhibit JJ is a true and correct copy of a screenshot
of the main news feed for official Alhambra Police Department WeChat account, accessed
on August 27, 2020, in which the Alhambra Police Department posts real-time public
safety announcements, safety tips, and updates about community events such as holiday
donation drives. WeChat users are able to view these announcements, engage with these
posts by “like” or “wow” reacting, and share the original post to their “Moments” feed as
well as to individual and group chats. Attached hereto as Exhibit KK is a true and correct
copy of a screenshot of the about page for official Alhambra Police Department WeChat
account, accessed on August 27, 2020, in which the Alhambra Police Department specifies
that the role of this account is to provide “Service and Communication from California
Alhambra City Police Department to community members and visitors.” Attached hereto
as Exhibit LL is a true and correct copy of a screenshot of the Weibo blog digest feed
within the WeChat profile for the official Alhambra Police Department WeChat account,
accessed on August 27, 2020. WeChat users are able to access Alhambra Police
Department’s Weibo blog digest feed in a streamlined fashion within the WeChat app,
without having to be redirected to an outside web browser. Attached hereto as

Exhibit MM is a true and correct copy of a screenshot of the chat response function for
the official Alhambra Police Department WeChat account, accessed on August 28, 2020.
There is an automated message chat response function that provides WeChat users
information for an emergency 911 response number, a local non-emergent telephone
number with instructions on how to speak to either a Mandarin-speaking or Cantonese-
speaking phone operator, and general information around topics such as personal and
home safety and the validity of Chinese drivers licenses. There is also a direct messaging
function in which WeChat users are able to communicate directly with the official

Alhambra Police Department WeChat account via written messages or voice memos.
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37.  Per my instructions, my litigation team located the official City of San
Gabriel, California WeChat profile while logged into an existing WeChat user account.
Attached hereto as Exhibit NN is a true and correct copy of a screenshot of the search
query for the official City of San Gabriel WeChat account, accessed on August 27, 2020.
Attached hereto as Exhibit OO is a true and correct copy of the screenshot of the main
news feed for the official City of San Gabriel WeChat account, accessed on August 27,
2020, in which the City of San Gabriel posts information about local ballot measures,
safety announcements, community announcements for holiday events such as Lunar New
Year, Day of the Dead (Dia de los Muertos), and Christmas. More recently, the City of
San Gabriel posted information on its WeChat news feed regarding the Los Angeles
County curfew restriction put in place in response to the COVID-19 pandemic. WeChat
users are able to view these announcements, engage with these posts by “like” or “wow”
reacting, and share the original post to their “Moments” feed as well as to individual and
group chats. Attached hereto as Exhibit PP is a true and correct copy of a screenshot of
the about page for official City of San Gabriel WeChat account, accessed on August 27,
2020. Attached hereto as Exhibit QQ is a true and correct copy of a screenshot of the chat
response function for the official City of San Gabriel WeChat account, accessed on
August 28, 2020. There is an automated message chat response function that provides
WeChat users with information such as public service announcements, recent city alerts,
city social media accounts, city-sponsored events, business activities, parking permits,
public safety, and general FAQ. There is also a direct messaging function in which
WeChat users are able to communicate directly with the official City of San Gabriel
WeChat account via written messages or voice memaos.

38.  Attached hereto as Exhibit RR is a true and correct copy of an article
entitled “Chinese Immigrants in the United States” and dated January 15, 2020, which
states that there are almost 2.5 million Chinese immigrants in the United States in 2018.

The article is available at: https://www.migrationpolicy.org/article/chinese-immigrants-

united-states-2018.
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39.  Attached hereto as Exhibit SS is a true and correct copy of Pew Research
Center website page entitled “Chinese in the U.S. Fact Sheet,” dated September 8, 2017,

which is available at: https://www.pewsocialtrends.org/fact-sheet/asian-americans-

chinese-in-the-u-s/.

40.  Attached hereto as Exhibit TT is a true and correct copy of a Bloomberg
Quint article entitled “WeChat Users in the U.S. Fear Losing Family Links With Ban” and
dated August 11, 2020, which states that WeChat has about 19 million daily active users in

the U.S. The article is available at: https://www.bloombergquint.com/technology/wechat-

users-in-the-u-s-fear-losing-family-links-with-ban.

41.  Attached hereto as Exhibit UU is a true and correct copy of a news article
from The Guardian entitled “Huawei hits back over Trump's national emergency on
telecoms 'threat” and dated May 16, 2019. The article is available at:

https://www.theguardian.com/us-news/2019/may/15/donald-trump-national-emergency-

telecoms-threats-huawei.

42.  Attached hereto as Exhibit VV is a true and correct copy of a news article
from The Verge entitled “Over 300 million Chinese private messages were left exposed
online” and dated March 4, 2019. The article is available at:

https://www.theverge.com/2019/3/4/18250474/chinese-messages-millions-wechat-qg-yy-

data-breach-police.

43.  Attached hereto as Exhibit WW is a true and correct copy of a news article
from The New York Times entitled “India Bans Nearly 60 Chinese Apps, Including
TikTok and WeChat” and updated June 30, 2020. The article is available at:
https://www.nytimes.com/2020/06/29/world/asia/tik-tok-banned-india-china.html.

44.  Attached hereto as Exhibit XX is a true and correct copy of a news article
from The Wall Street Journal entitled “India’s Retaliation Against China Carries Economic
Costs” and dated July 4, 2020. The article is available at:
https://www.wsj.com/articles/indias-retaliation-against-china-carries-economic-costs-

11593869295.
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45. Attached hereto dsxhibit YY is a true and correct copy of a news article
from The Sydney Morninglerald entitled “Buyer beware': iRre Minister says there is n(
case to ban TikTok” and dated gust 5, 2020. The article available at:

https://www.smh.com.au/politics/federal/buyaware-prime-minister-says-there-is-no-

case-to-ban-tiktok-20200805-p55inl.html

46. Attached hereto dsxhibit ZZ is a true and correct copy of a news article
from ABC Australia entitled “Why are Australigooliticians intensifying their presence o
Chinese social media platforms?” andedbApril 3, 2019. The article svailable at:

https://www.abc.net.au/ney219-04-04/why-are-austran-politicians-jumping-on-

chinese-social-media/10966152

47. Attached hereto dsxhibit AAA is a true and correct copy of a news articl
from ABC Australia entitled “'Uncérted territory': WeChat's merole in Australian public
life raises difficult questions” and dakd\pril 18, 2019. The article svailable at:
https://www.abc.net.au/new€/?9-04-19/wechats-new-role-australian-politics-raises-

questions/11031878.

| declare under penalty of perjury undee laws of the United States of America
that the foregoing is true and correct, and thistdeclaration is executed at San Francis

California this 28th day of August, 2020.

[s/ Michael\W. Bien
Michael W. Bien
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Presidential Documents

Executive Order 13943 of August 6, 2020

Addressing the Threat Posed by WeChat, and Taking Addi-
tional Steps To Address the National Emergency With Re-
spect to the Information and Communications Technology
and Services Supply Chain

By the authority vested in me as President by the Constitution and the
laws of the United States of America, including the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), the National Emer-
gencies Act (50 U.S.C. 1601 et seq.), and section 301 of title 3, United
States Code,

I, DONALD J. TRUMP, President of the United States of America, find
that additional steps must be taken to deal with the national emergency
with respect to the information and communications technology and services
supply chain declared in Executive Order 13873 of May 15, 2019 (Securing
the Information and Communications Technology and Services Supply
Chain). As | explained in an Executive Order of August 6, 2020 (Addressing
the Threat Posed by Tiktok, and Taking Additional Steps to Address the
National Emergency With Respect to the Information and Communications
Technology and Services Supply Chain), the spread in the United States
of mobile applications developed and owned by companies in the People s
Republic of China (China) continues to threaten the national security, foreign
policy, and economy of the United States. To protect our Nation, | took
action to address the threat posed by one mobile application, TikTok. Further
action is needed to address a similar threat posed by another mobile applica-
tion, WeChat.

WeChat, a messaging, social media, and electronic payment application
owned by the Chinese company Tencent Holdings Ltd., reportedly has over
one billion users worldwide, including users in the United States. Like
TikTok, WeChat automatically captures vast swaths of information from
its users. This data collection threatens to allow the Chinese Communist
Party access to Americans personal and proprietary information. In addition,
the application captures the personal and proprietary information of Chinese
nationals visiting the United States, thereby allowing the Chinese Communist
Party a mechanism for keeping tabs on Chinese citizens who may be enjoying
the benefits of a free society for the first time in their lives. For example,
in March 2019, a researcher reportedly discovered a Chinese database con-
taining billions of WeChat messages sent from users in not only China
but also the United States, Taiwan, South Korea, and Australia. WeChat,
like TikTok, also reportedly censors content that the Chinese Communist
Party deems politically sensitive and may also be used for disinformation
campaigns that benefit the Chinese Communist Party. These risks have led
other countries, including Australia and India, to begin restricting or banning
the use of WeChat. The United States must take aggressive action against
the owner of WeChat to protect our national security.

Accordingly, | hereby order:

Section 1. (a) The following actions shall be prohibited beginning 45 days
after the date of this order, to the extent permitted under applicable law:
any transaction that is related to WeChat by any person, or with respect
to any property, subject to the jurisdiction of the United States, with Tencent
Holdings Ltd. (a.k.a. Tengxtin Kbénggu Youxidn Géngsfl), Shenzhen, China,
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or any subsidiary of that entity, as identified by the Secretary of Commerce
(Secretary) under section 1(c) of this order.

(b) The prohibition in subsection (a) of this section applies except to
the extent provided by statutes, or in regulations, orders, directives, or
licenses that may be issued pursuant to this order, and notwithstanding
any contract entered into or any license or permit granted before the date
of this order.

(c) 45 days after the date of this order, the Secretary shall identify the
transactions subject to subsection (a) of this section.

Sec. 2. (a) Any transaction by a United States person or within the United
States that evades or avoids, has the purpose of evading or avoiding, causes
a violation of, or attempts to violate the prohibition set forth in this order
is prohibited.

(b) Any conspiracy formed to violate any of the prohibitions set forth
in this order is prohibited.

Sec. 3. For those persons who might have a constitutional presence in
the United States, | find that because of the ability to transfer funds or
other assets instantaneously, prior notice to such persons of measures to
be taken pursuant to section 1 of this order would render those measures
ineffectual. | therefore determine that for these measures to be effective
in addressing the national emergency declared in Executive Order 13873,
there need be no prior notice of an identification made pursuant to section
1(c) of this order.

Sec. 4. For the purposes of this order:
(a) the term person means an individual or entity;

(b) the term entity means a government or instrumentality of such
government, partnership, association, trust, joint venture, corporation, group,
subgroup, or other organization, including an international organization;
and

(c) the term United States person means any United States citizen,

permanent resident alien, entity organized under the laws of the United
States or any jurisdiction within the United States (including foreign
branches), or any person in the United States.
Sec. 5. The Secretary is hereby authorized to take such actions, including
adopting rules and regulations, and to employ all powers granted to me
by IEEPA as may be necessary to implement this order. The Secretary
may, consistent with applicable law, redelegate any of these functions within
the Department of Commerce. All departments and agencies of the United
States shall take all appropriate measures within their authority to implement
this order.

Sec. 6. General Provisions. (a) Nothing in this order shall be construed
to impair or otherwise affect:
(i) the authority granted by law to an executive department, agency, or
the head thereof; or
(ii) the functions of the Director of the Office of Management and Budget
relating to budgetary, administrative, or legislative proposals.

(b) This order shall be implemented consistent with applicable law and
subject to the availability of appropriations.
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(c) This order is not intended to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers,
employees, or agents, or any other person.

THE WHITE HOUSE,
August 6, 2020.

[FR Doc. 2020 17700
Filed 8 10 20; 11:15 am]
Billing code 3295 FO P
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Title 3

The President

Executive Order 13873 of May 15, 2019

Securing the Information and Communications Technology
and Services Supply Chain

By the authority vested in me as President by the Constitution and the
laws of the United States of America, including the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), the National Emer-
gencies Act (50 U.S.C. 1601 et seq.), and section 301 of title 3, United
States Code,

I, DONALD J. TRUMP, President of the United States of America, find
that foreign adversaries are increasingly creating and exploiting
vulnerabilities in information and communications technology and services,
which store and communicate vast amounts of sensitive information, facilitate
the digital economy, and support critical infrastructure and vital emergency
services, in order to commit malicious cyber-enabled actions, including eco-
nomic and industrial espionage against the United States and its people.
I further find that the unrestricted acquisition or use in the United States
of information and communications technology or services designed, devel-
oped, manufactured, or supplied by persons owned by, controlled by, or
subject to the jurisdiction or direction of foreign adversaries augments the
ability of foreign adversaries to create and exploit vulnerabilities in informa-
tion and communications technology or services, with potentially cata-
strophic effects, and thereby constitutes an unusual and extraordinary threat
to the national security, foreign policy, and economy of the United States.
This threat exists both in the case of individual acquisitions or uses of
such technology or services, and when acquisitions or uses of such tech-
nologies are considered as a class. Although maintaining an open investment
climate in information and communications technology, and in the United
States economy more generally, is important for the overall growth and
prosperity of the United States, such openness must be balanced by the
need to protect our country against critical national security threats. To
deal with this threat, additional steps are required to protect the security,
integrity, and reliability of information and communications technology and
services provided and used in the United States. In light of these findings,
I hereby declare a national emergency with respect to this threat.

Accordingly, it is hereby ordered as follows:

Section 1. Implementation. (a) The following actions are prohibited: any
acquisition, importation, transfer, installation, dealing in, or use of any infor-
mation and communications technology or service (transaction) by any per-
son, or with respect to any property, subject to the jurisdiction of the
United States, where the transaction involves any property in which any
foreign country or a national thereof has any interest (including through
an interest in a contract for the provision of the technology or service),
where the transaction was initiated, is pending, or will be completed after
the date of this order, and where the Secretary of Commerce (Secretary),
in consultation with the Secretary of the Treasury, the Secretary of State,
the Secretary of Defense, the Attorney General, the Secretary of Homeland
Security, the United States Trade Representative, the Director of National
Intelligence, the Administrator of General Services, the Chairman of the
Federal Communications Commission, and, as appropriate, the heads of
other executive departments and agencies (agencies), has determined that:
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(i) the transaction involves information and communications technology
or services designed, developed, manufactured, or supplied, by persons
owned by, controlled by, or subject to the jurisdiction or direction of
a foreign adversary; and

(i) the transaction:

(A) poses an undue risk of sabotage to or subversion of the design,
integrity, manufacturing, production, distribution, installation, operation,
or maintenance of information and communications technology or services
in the United States;

(B) poses an undue risk of catastrophic effects on the security or resil-
iency of United States critical infrastructure or the digital economy of
the United States; or

(C) otherwise poses an unacceptable risk to the national security of
the United States or the security and safety of United States persons.
(b) The Secretary, in consultation with the heads of other agencies as

appropriate, may at the Secretary s discretion design or negotiate measures
to mitigate concerns identified under section 1(a) of this order. Such measures
may serve as a precondition to the approval of a transaction or of a class
of transactions that would otherwise be prohibited pursuant to this order.

(c) The prohibitions in subsection (a) of this section apply except to

the extent provided by statutes, or in regulations, orders, directives, or
licenses that may be issued pursuant to this order, and notwithstanding
any contract entered into or any license or permit granted prior to the
effective date of this order.
Sec. 2. Authorities. (a) The Secretary, in consultation with, or upon referral
of a particular transaction from, the heads of other agencies as appropriate,
is hereby authorized to take such actions, including directing the timing
and manner of the cessation of transactions prohibited pursuant to section
1 of this order, adopting appropriate rules and regulations, and employing
all other powers granted to the President by IEEPA, as may be necessary
to implement this order. All agencies of the United States Government
are directed to take all appropriate measures within their authority to carry
out the provisions of this order.

(b) Rules and regulations issued pursuant to this order may, among other
things, determine that particular countries or persons are foreign adversaries
for the purposes of this order; identify persons owned by, controlled by,
or subject to the jurisdiction or direction of foreign adversaries for the
purposes of this order; identify particular technologies or countries with
respect to which transactions involving information and communications
technology or services warrant particular scrutiny under the provisions of
this order; establish procedures to license transactions otherwise prohibited
pursuant to this order; establish criteria, consistent with section 1 of this
order, by which particular technologies or particular participants in the
market for information and communications technology or services may
be recognized as categorically included in or as categorically excluded from
the prohibitions established by this order; and identify a mechanism and
relevant factors for the negotiation of agreements to mitigate concerns raised
in connection with subsection 1(a) of this order. Within 150 days of the
date of this order, the Secretary, in consultation with the Secretary of the
Treasury, Secretary of State, the Secretary of Defense, the Attorney General,
the Secretary of Homeland Security, the United States Trade Representative,
the Director of National Intelligence, the Administrator of General Services,
the Chairman of the Federal Communications Commission and, as appro-
priate, the heads of other agencies, shall publish rules or regulations imple-
menting the authorities delegated to the Secretary by this order.

(c) The Secretary may, consistent with applicable law, redelegate any
of the authorities conferred on the Secretary pursuant to this section within
the Department of Commerce.

Sec. 3. Definitions. For purposes of this order:
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(a) the term entity means a partnership, association, trust, joint venture,
corporation, group, subgroup, or other organization;

(b) the term foreign adversary means any foreign government or foreign
non-government person engaged in a long-term pattern or serious instances
of conduct significantly adverse to the national security of the United States
or security and safety of United States persons;

(c) the term information and communications technology or services
means any hardware, software, or other product or service primarily intended
to fulfill or enable the function of information or data processing, storage,
retrieval, or communication by electronic means, including transmission,
storage, and display;

(d) the term person means an individual or entity; and

(e) the term United States person means any United States citizen,
permanent resident alien, entity organized under the laws of the United
States or any jurisdiction within the United States (including foreign
branches), or any person in the United States.

Sec. 4. Recurring and Final Reports to the Congress. The Secretary, in
consultation with the Secretary of State, is hereby authorized to submit
recurring and final reports to the Congress on the national emergency de-
clared in this order, consistent with section 401(c) of the NEA (50 U.S.C.
1641(c)) and section 204(c) of IEEPA (50 U.S.C. 1703(c)).

Sec. 5. Assessments and Reports. (a) The Director of National Intelligence
shall continue to assess threats to the United States and its people from
information and communications technology or services designed, developed,
manufactured, or supplied by persons owned by, controlled by, or subject
to the jurisdiction or direction of a foreign adversary. The Director of National
Intelligence shall produce periodic written assessments of these threats in
consultation with the heads of relevant agencies, and shall provide these
assessments to the President, the Secretary for the Secretary s use in connec-
tion with his responsibilities pursuant to this order, and the heads of other
agencies as appropriate. An initial assessment shall be completed within
40 days of the date of this order, and further assessments shall be completed
at least annually, and shall include analysis of:

(i) threats enabled by information and communications technologies or
services designed, developed, manufactured, or supplied by persons owned
by, controlled by, or subject to the jurisdiction or direction of a foreign
adversary; and

(i1) threats to the United States Government, United States critical infra-
structure, and United States entities from information and communications
technologies or services designed, developed, manufactured, or supplied

by persons owned by, controlled by, or subject to the influence of a

foreign adversary.

(b) The Secretary of Homeland Security shall continue to assess and
identify entities, hardware, software, and services that present vulnerabilities
in the United States and that pose the greatest potential consequences to
the national security of the United States. The Secretary of Homeland Secu-
rity, in coordination with sector-specific agencies and coordinating councils
as appropriate, shall produce a written assessment within 80 days of the
date of this order, and annually thereafter. This assessment shall include
an evaluation of hardware, software, or services that are relied upon by
multiple information and communications technology or service providers,
including the communication services relied upon by critical infrastructure
entities identified pursuant to section 9 of Executive Order 13636 of February
12, 2013 (Improving Critical Infrastructure Cybersecurity).

(c) Within 1 year of the date of this order, and annually thereafter, the
Secretary, in consultation as appropriate with the Secretary of the Treasury,
the Secretary of Homeland Security, Secretary of State, the Secretary of
Defense, the Attorney General, the United States Trade Representative, the
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Director of National Intelligence, and the Chairman of the Federal Commu-
nications Commission, shall assess and report to the President whether
the actions taken by the Secretary pursuant to this order are sufficient
and continue to be necessary to mitigate the risks identified in, and pursuant
to, this order.
Sec. 6. General Provisions. (a) Nothing in this order shall be construed
to impair or otherwise affect:
(i) the authority granted by law to an executive department or agency,
or the head thereof; or

(ii) the functions of the Director of the Office of Management and Budget

relating to budgetary, administrative, or legislative proposals.

(b) This order shall be implemented consistent with applicable law and
subject to the availability of appropriations.

(c) This order is not intended to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers,
employees, or agents, or any other person.

THE WHITE HOUSE,
May 15, 2019.
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The President

Executive Order 13942 of August 6, 2020

Addressing the Threat Posed by TikTok, and Taking Addi-
tional Steps To Address the National Emergency With Re-
spect to the Information and Communications Technology
and Services Supply Chain

By the authority vested in me as President by the Constitution and the
laws of the United States of America, including the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), the National Emer-
gencies Act (50 U.S.C. 1601 et seq.), and section 301 of title 3, United
States Code,

I, DONALD J. TRUMP, President of the United States of America, find
that additional steps must be taken to deal with the national emergency
with respect to the information and communications technology and services
supply chain declared in Executive Order 13873 of May 15, 2019 (Securing
the Information and Communications Technology and Services Supply
Chain). Specifically, the spread in the United States of mobile applications
developed and owned by companies in the People s Republic of China
(China) continues to threaten the national security, foreign policy, and econ-
omy of the United States. At this time, action must be taken to address
the threat posed by one mobile application in particular, TikTok.

TikTok, a video-sharing mobile application owned by the Chinese company
ByteDance Ltd., has reportedly been downloaded over 175 million times
in the United States and over one billion times globally. TikTok automatically
captures vast swaths of information from its users, including internet and
other network activity information such as location data and browsing and
search histories. This data collection threatens to allow the Chinese Com-
munist Party access to Americans personal and proprietary information
potentially allowing China to track the locations of Federal employees and
contractors, build dossiers of personal information for blackmail, and conduct
corporate espionage.

TikTok also reportedly censors content that the Chinese Communist Party
deems politically sensitive, such as content concerning protests in Hong
Kong and Chinas treatment of Uyghurs and other Muslim minorities. This
mobile application may also be used for disinformation campaigns that
benefit the Chinese Communist Party, such as when TikTok videos spread
debunked conspiracy theories about the origins of the 2019 Novel
Coronavirus.

These risks are real. The Department of Homeland Security, Transportation
Security Administration, and the United States Armed Forces have already
banned the use of TikTok on Federal Government phones. The Government
of India recently banned the use of TikTok and other Chinese mobile applica-
tions throughout the country; in a statement, India s Ministry of Electronics
and Information Technology asserted that they were stealing and surrep-
titiously transmitting users data in an unauthorized manner to servers which
have locations outside India. American companies and organizations have
begun banning TikTok on their devices. The United States must take aggres-
sive action against the owners of TikTok to protect our national security.

Accordingly, | hereby order:

Section 1. (a) The following actions shall be prohibited beginning 45 days
after the date of this order, to the extent permitted under applicable law:
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any transaction by any person, or with respect to any property, subject
to the jurisdiction of the United States, with ByteDance Ltd. (a.k.a. Z'jie
Ti4dodong), Beijing, China, or its subsidiaries, in which any such company
has any interest, as identified by the Secretary of Commerce (Secretary)
under section 1(c) of this order.

(b) The prohibition in subsection (a) of this section applies except to
the extent provided by statutes, or in regulations, orders, directives, or
licenses that may be issued pursuant to this order, and notwithstanding
any contract entered into or any license or permit granted before the date
of this order.

(c) 45 days after the date of this order, the Secretary shall identify the
transactions subject to subsection (a) of this section.

Sec. 2. (a) Any transaction by a United States person or within the United
States that evades or avoids, has the purpose of evading or avoiding, causes
a violation of, or attempts to violate the prohibition set forth in this order
is prohibited.

(b) Any conspiracy formed to violate any of the prohibitions set forth
in this order is prohibited.
Sec. 3. For the purposes of this order:

(a) the term person means an individual or entity;

(b) the term entity means a government or instrumentality of such
government, partnership, association, trust, joint venture, corporation, group,
subgroup, or other organization, including an international organization;
and

(c) the term United States person means any United States citizen,

permanent resident alien, entity organized under the laws of the United
States or any jurisdiction within the United States (including foreign
branches), or any person in the United States.
Sec. 4. The Secretary is hereby authorized to take such actions, including
adopting rules and regulations, and to employ all powers granted to me
by IEEPA as may be necessary to implement this order. The Secretary
may, consistent with applicable law, redelegate any of these functions within
the Department of Commerce. All departments and agencies of the United
States shall take all appropriate measures within their authority to implement
this order.

Sec. 5. General Provisions. (a) Nothing in this order shall be construed
to impair or otherwise affect:
(i) the authority granted by law to an executive department, agency, or
the head thereof; or
(ii) the functions of the Director of the Office of Management and Budget
relating to budgetary, administrative, or legislative proposals.

(b) This order shall be implemented consistent with applicable law and
subject to the availability of appropriations.
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